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So far, we have seen :

@ how to formulate the Pattern Recognition problem by means of
notions of Probability /Statistics,

@ many use cases (e.g. medical diagnosis tools, computer vision,
audio analysis),

e many popular algorithms (e.g. ensemble learning, deep learning,
SVM) and that notions of Optimization are required to
undestand them

@ that these problems are more difficult to solve in practice than
to state (cf model selection/assessment)



Pattern Recognition is the flagship problem in Al (ML) :

e it is well understood from a theoretical perspective (cf
Vapnik-Chervonenkis theory)

@ the task is ubiquitous
@ many reliable softwares can be used

@ many other tasks are performed by machines using variants of it
(e.g. biometrics, recommending systems).



Today (and during next lab), this will be illustrated by Face
Recognition

@ Motivation : many applications of Face Recognition, e.g. access
control, identity verification (smartphones), social media ...

@ Threats : bias with respect to race, gender, age

o Different causes of bias, a very hot topic in Al now
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Preliminaries on ROC Analysis

e Same data as in binary classification
e Posterior probability 7(x) = {Y =1 | X = x}
o Ordering on RY defined through scoring s : RY — R

o Goal : build an program s(x) so as rank the elements of R? as 7 :
x 2 X iff s(x) < s(xX)



Scoring and ROC curves

Comparing ROC Curves

o True Positive rate :

tory(t) = (s(X) > t | Y = 1)

—Worhless

> o False Positive Rate :

Excellent

i e R s | fpry(t) = (s(X) 2 t| Y = -1)

Fakse positive rate

Receiving Operator Characteristic 1 t — (fpr(t), tprg(t))



Scoring and ROC curves

Comparing ROC Curves
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Preliminaries on ROC Analysis

The data can be modeled by i.i.d. realizations of a random variable
(X,Y) € Rixwxe x f1,..., K} with law IP. Dataset : (x;, yi)1<i<n-

Goal : learn an encoder function f; : R"*%*¢ — R? that embeds the
images in a way to bring same identities closer together.

Z := fy(X) is the face embedding of X.

The closeness between two embeddings is usually quantified with the
cosine similarity measure s(z;, z;) := zlz; /(||zi]| - || z;]|)-

An operating point t € [—1, 1] (threshold of acceptance) has to be
chosen to classify a pair (z;, z) as :

e genuine (same identity) if s(z;,z;) > t

e impostor (distinct identities) if s(z;, zj) < t.



Preliminaries on ROC Analysis

Evaluation metrics. Let (X1, y1) and (X2, y2) be two i.i.d. random
variables with law IP. We distinguish between the False Acceptance
and False Rejection Rates, respectively defined by :

FAR(t) :=P(s(Z1,25) > t | y1 # yo)
FRR(t) := P(s(Z1, 22) < t | y1 = y2)

Sensitivity
—>

Imposter =N ' Genuine FNR
1 i = Rejected 1 Accepted
5 PEle | =
AR 2 —
2 1818 <
‘3 1 Z1= L &
g L g - EER+10%
_ : &
. Mo EER
-1.0 N Score 1.0 Equal Error Rate

Criterion (tg) t



Preliminaries on ROC Analysis

Canonical metric : For a € [0, 1],
FRRO(FAR = «) := FRR(t)  with t s.t. FAR(¢) = a.

— ROC/DET curve.

— In biometrics, we are interested in FRRO(FAR = &) for & = 10~
with i € {1,...,6}.



Preliminaries on ROC Analysis

Fairness. Discrete sensitive attribute that can take A > 1 different

values.
— random variables (X, y;, a;) where a; € A ={0,1,...,A—1}.
Foraec A:
FAR,(t) :=P(s(Z4 )>t\y17éy2, ag=ay=a)
FRR,(t) :]P(S(Zl Zz <t|lyi=y, a1 =a=a).
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? L 080 “ \ \‘ “ | ‘
E | ? 025 “‘ ‘ “ “
T,' 000| |
% 1 N Genuine 025
O 1 Imposter
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Preliminaries on ROC Analysis

Intra-group ROC curves.
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Practices in Modern Face Recognition

o Face verification

@ Face identification :
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Practices in Modern Face Recognition

— C subject
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Figure — Workflow of Deep Face Recognition training (crystal _loss).
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Practices in Modern Face Recognition
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Practices in Modern Face Recognition

Loss functions

T+ by,
° ﬁsoftmax = _% 1 Iog C
Z eWk T + by
k=1
W}’iT f;
[[wy, [l (Il
® Lmodified = — 7 1wy log —€ yl'”: ' F (normface)
c K !
Yoo lwillz lIfil2
k=1

o Large-margin loss functions



Practices in Modern Face Recognition
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Figure — Workflow of a traditional classifier of faces (vmf).
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Practices in Modern Face Recognition

C subject
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Figure — Workflow of Deep Face Recognition (crystal loss).

Similarity score : s(f;, f;) = ﬁ = x;Tx; = cos(0; ;)
i |2



Practices in Modern Face Recognition

Evaluation step

@ Testing set of n face images — score matrix S = (s(£, f;))

atrempts

1<ij<n
o 2 types of scores : G ={S;j | yi=y;, i #j} (genuines)
I=A{Sij|yi#vy} (impostors)

A Threshold
2 Els
g Els
£ §| = :
5 genuine

|

I

‘!\m:puswr attempts

b
I “score




Practices in Modern Face Recognition

Evaluation metrics

@ False Acceptance Rate : FAR(t) = proportion of impostors matched
@ False Rejection Rate : FRR(t) = proportion of genuines non-matched

~

h Threshold

non-match
match

genuine
attempts

‘!\[mposmr attempts

~—
I “score

#ecomparisons

Figure — Typical matching score distribution (matching).



Practices in Modern Face Recognition

Evaluation metrics

False Acceptance Rate : FAR(t) = proportion of impostors matched

False Rejection Rate : FRR(t) = proportion of genuines non-matched

FRROFAR=« : FRR(t,) with t, s.t. FAR(t,) = &

DET curve : FRROFAR=« for a € [0, 1]



Practices in Modern Face Recognition

DET/ROC curve
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Figure — Two typical DET curves (det - example).



Bias in Face Recognition

Bias in Face Recognition

@ Testing phase of Face Recogmtlon is a binary classification with 2 input
images (Y = 0 — no match, Y =1 — match)

@ Demographic parity :
P(Y|A=a) =P(Y|A=24)
e Equal Opportunity :
P(Y=1Y=1A=a)=P(Y=1Y=1A=4d)
— Equality of TPR (or equivalently FNR)
o Equalized Odds :
P(Y=1Y=y A=a)=P(Y =1|Y =y, A=2)
— Equality of TPR (or equivalently FNR) and FPR (or equivalently TNR)



Bias in Face Recognition

Different accuracy across groups

e Compute metrics of performance for each group g
— Consider the group g in the testing set, get the matching scores
— FARg(t), FRRg(t)



Bias in Face Recognition

Different accuracy across groups

e Compute metrics of performance for each group g

— Consider the group g in the testing set, get the matching scores
— FARg(t), FRRg(t)

e FRR,OFAR,=a — DET curve for each groupe g



Bias in Face Recognition

Different accuracy across groups
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Figure — ROC curves with male/female breakdown (vggface2).



Bias in Face Recognition

Reference group

@ Use a group as reference ref
— FARgOFAR of=u
— FRRgOFAR o=

— FRR;OFRR o=



Bias in Face Recognition

Reference group

Impostor demographics

idomda_ 006

MW o
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Bias in Face Recognition

Global population as reference

@ Use a group as reference ref :
— FARgOFAR of=u
— FRRgOFAR =

@ Use the global population as reference :
— FAR;@FAR=x
— FRR;OFAR=«



Bias in Face Recognition

Global population as reference

@ Use a group as reference ref :
— FARgOFAR of=u
— FRRgOFAR =

@ Use the global population as reference :
— FAR;@FAR=x
— FRR;OFAR=«

@ Metrics of bias :
— |AFAR;OFAR=a| = |FARFOFAR=a — FARy@FAR=x|
— |AFRR;OFAR=r| = |FRRF@FAR=x — FRROFAR=x«|



Bias in Face Recognition

Global population as reference

@ Use a group as reference ref :
— FARgQFAR r=n
— FRR,OFAR o=t

@ Use the global population as reference :
— FAR;@FAR=x
— FRRg;OFAR=x

@ Metrics of bias :
FARFOFAR=x . FARf B
FARyOFAR=a ‘= FAR,, @FAR=¢

FRRFOFAR=x _ FRRf mcnp
FRROFAR=x ‘= FRRy, CFAR=w

%




Bias in Face Recognition

Other bias metrics

@ Difference in accuracy

o |ATAR,OFAR=a| = |TARF@FAR=x — TARyOFAR=x|
(agenda _gan gender)

o MAD(TAR) = [E[TAR;@FAR=x — E[TAR,OFAR=a]]
(comparison _level race bias)

g(t)
mingFAR, (t)
maxgFRRz(t)
mingFRRg(t)

maxgFAR

(nist_prez_ demograpics)

— 'Fairness - utility’ tradeoff



Ethical module learning

Framework

Pre-training

—>  CNN coder FE. Pre-training loss
Ethical training

il
m

Pre-trained | ) von Mises-Fisher|
s- 4{ ey | = Ethical module F.E. o

Figure — Proposed approach to reduce gender bias (F.E. = Face Embedding).



Ethical module learning

Training set of pre-trained model

2M images, 90k labelled identities

Gender statistics :
@ Number of images : 60% F, 40% M

@ Number of identities : 35% F, 65% M

Genders are determined with a classifier.



Ethical module learning

Ethical module

Input : feature vectors of dimension 256

(CHOACRCORORE)

Q0000000000
Seegegogede)eh o) o) ope)

Figure — Toy model MLP : 256 units, 256 units, ReLU activation, d units.

Output : feature vectors f € R? — classified with von Mises-Fisher loss



Ethical module learning

von Mises-Fisher distribution

Density function : x; € RY, ||x;||, = 1

Tx:
Va(xilp k) = Cq(x) e P Xi peR?, ull,=1
[
= Cylx) & <os(0) Cal) = — 5
(271)21%_1(1()

o SR T

Figure — Samples from vMF distribution, d = 3 (vmf).



Ethical module learning

Likelihood of von Mises-Fisher distribution

Calk) eX 50 ¢ =128
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1000
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Ethical module learning

vMF mixture model

Mixture model with C classes : xj, yj € RY, Ixill, = |pjll, =1

C

84(xi|®c) = Y 71; Va(xilnj. x)) Oc = {(m, pj, k) hr<j<c
j=1

Figure — Samples from vMF mixture model, d = 3, C = 3 (vmf).



Ethical module learning

Set a statistical model on face embeddings

o Mixture model with C classes : x;, pj € RY, || x|, = [|pjll, =1
c
g4(xilOc) = Y 71; Va(xilpj x)) Oc = {(m. pj %)) hi<j=c
j=1
@ Posterior probability p; ; that x; belongs to identity j :
1T x
Va(xilpj. i) Calx;) €9 Pi X

Y Va(xilme k) XS Ca(ky) ek PR

Pi j



Ethical module learning

Set a statistical model on face embeddings

o Mixture model with C classes : x;, pj € RY, || x|, = [|pjll, =1
C
g4(xilOc) = Y 71; Va(xilpj x)) Oc = {(m. pj %)) hi<j=c
j=1
@ Posterior probability p; ; that x; belongs to identity j :

Va(xilmj k) Calig) & P Xi
Yo Va(xilmie ) Y5, Caliy) ek 1T

pij =

@ vMF mixture loss (cross-entropy) :

N Ky Uy | X;

Cd K ) Yi :u.YI U
Lomr({xj, 1jtj) = Z . Kie 1T Xi
i=1 Y€ Cylxy) e 1




Ethical module learning

Set a statistical model on face embeddings

@ vMF mixture loss (cross-entropy) :

T
1N Cq(xy.) efvi Py Xi
Lome({xj, pj}j) = — 5 ) log z
Jr S N ::21 Zlgzl Cd(Kk) oKk ‘ukTX,'

— K are hyperparameters

— Use kf, km



Ethical module learning

Set a statistical model on face embeddings

@ vMF mixture loss (cross-entropy) :

N Ky Uy | X;

Cd K ) ei luyl U
EVMF({KJ FJ}J Z 7 Kk ‘uka.
NS 7 o Cale) e :

— K are hyperparameters

— Use kf, km

@ Generalization of the modified softmax loss :

]_ K Hyi X’

N
Limodified = — Z log ————
i=1 Z KﬂkTXi



Ethical module learning

Visualization after training
N = 400 images, C = 20 IDs, 50% F, 50% M

Training data :

All parameters from toy model MLP + ({p})1<j<c learned

kj =« fixed for j=1...C, d=3
CV:SSC?S
: ; 100
: i ‘Q{ ) }tws
: 4 02

—
075,59 ~-1.00

Figure — Visualization of hypersphere after a few training epochs.



Ethical module learning

Visualization after training

Training data : N = 400 images, C = 20 identities, 50% F, 50% M

Genders
e F
M

Figure — Visualization of hypersphere after a few training epochs.



Ethical module learning

Visualization after training

Training data : N = 400 images, C = 20 identities, 50% F, 50% M

Fraction of covered surface
0.7 Fraction of dataset samples
Fraction of dataset IDs

0.6 1

0.5

0.2

0.1

0.0

Genders

Figure — Hypersphere and covered surface by each gender after a few training epochs.



Results

Datasets Images Identities Images/identity ~Gender prop.

Training sets 120k 20k 6 0%
Validation sets 20k 20k 1 0%
Testing set Tk 1k 7 Ytest = 0.5

Table — Datasets used to train, monitor and test our proposed ethical
module. For a given dataset, each identity has exactly the same number of
face images.

All parameters from ethical module + ({#})1<j<c learned

d = 256



Results

Performance of trained model

v = 0.5, xk = 10, 100 epochs

DET curve
100 g —— Total
F
— M
1071 4
x 1072
o
&
1073 4
1074 §

10-"  107% 107 107 103 1072 107! 10°
FAR

Figure — DET curve of a model trained on gender-balanced training set.



Results

Performance baseline

Baseline = without 'ethical training’

DET curve
100 g Total
F
M
. Base Total
107° 4 Base F
Base M
o 1072 4
-4
i
10-3 4
1074 § q
[

1077 10°¢ 1070 107% 1073 1072 107! 10"
FAR

Figure — DET curve of a model trained on gender-balanced training set.



Results

Gender bias from dataset

x = 10, 100 epochs

FRRg@FARg =103

—— Total

0.18
F

—— M
0.16
0.14
0.12
0.10
0.08 1 ’\A/’_/
0.06 §
0.04

T T T T T T T
0.2 0.3 04 0.5 0.6 0.7 0.8
Gender proportion F/M within training set

Figure — FRR;@FAR,=10"3 as function of 7, w.r.t. test data.



Results

2 concentration parameters

o Gender of k-th identity : gx € {F, M}

@ VMF loss for gender bias reduction :

K TX;
N C d(Kgy,-) oay Myi Xi
Lomr gender ®C 2 c X ‘uka_
i=1 Y—1 Ca(xg,) €& !

— KF, Km

o Biased dataset : v =0.2



Results

Ratio [ @FARore = 1072 at 60 epochs

333 308 311
307 2.44 307

4
291 320 292
249 266 267

3
215 266 251
2.46 242 2.39 2
182 183 200

1
150 149 138
095 094 091




Preliminaries on ROC Analysis
Practices in Modern Fac iti

3ias in Face

Ethical module learning
Results

max(FRRE, ) @FAR s = 1073 at 60 epochs

01201 00964 00772 0.0696 0.0682 00979 01195 0.0696
01252 0.0901 00771 0.0697 00683 01031 01383 00641
35 0.1140 00863 00703 0.0658 00660 00679 0.0661 00990
020
30 {02334 0.1088 00835 00670 00614 00686 00628 00727 00859
K 015
25 {02313 0.1039 00765 00613 0.0566 00653 02338 01100 00877
20{ 01994 00932 00706 00611 0.0680 00725 00824 00948 00991
010
15{ 01655 00870 00716 00659 00813 00875 00975 o111 0119
10 0.1584 01163 0.0933 0.0810 0.0864 0.1004 0.1150 0.1306 0.1301 0.05
01910 01524 01409 01467 01703 01955 02026




Results

Ratio f4a- @FARii =102 at 60 epochs




Results

Conclusion

@ Gender bias reduction, in terms of both FAR and FRR, for any
pre-trained model

@ To reach performance baseline, train with more data (nb of
images fixed / ID7)

o Link between gender bias and proportion of covered surface by
each gender on hypersphere ?

@ Can be adapted for more than 2 groups.



Results

max(FARE, ») @FAR a1 = 1073 at 60 epochs

454 00029 0.0022 00026 00026 0.0027 00026 0.0024 00023 0.0025
00035

404 0.0030 0.0020 0.0026 0.0026 0.0026 0.0026 0.0025 0.0020 0.0026
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K
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R

Ethical modu

Ratio 2a- @FARtotar = 107> at 50 epochs

185 147 164 153 132 111 126 112




Results

Ratio /A" @FARtotar = 10> at 50 epochs

357




Results

max(FRRg, m) @FAR ot = 1073 at 50 epochs

01015 0.1215 |0.0888

0.1614

00853 0800 00951 01029

0.16

0.0859 0.1160 0.1180 0.0951 0.1177
014

0.1642 0.0845 0.0864 0.0819

Kr

0.1499 0.1019
012
0.10

0.0836 00854 0.0842

01475 01376 00958 0.0959 01198 01373 0.1477 01572 0.1608 0.1633 01666 0.1685

25 30 35 55 60




Results

Fraction of 10° samples closer to F centroids than to M centroids
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